How to set up your wireless network

There are several steps involved in securing your wireless network. | recommend that you take
these steps in order and only change one item at a time. While this may seem time-consuming, it
makes it much easier to trace any mistakes you might make entering keys and securing your
wireless LAN. This is especially true if you have several wireless machines to worry about!

The steps to take are listed below:

1)
2)
3)
4)
5)
6)
7)

Create a file for your settings.

Log in to your wireless router.

Change your administrative password.

Change the name of your wireless LAN.

Enable security settings on your router.

Enable security settings on each wireless client.

(Option for greater security) Enable wireless MAC filter.

So let’s get started! If you are simply reloading settings after your router “burped”, feel free to
jump ahead to the applicable sections and reload your information. However, if this is your first
time setting up your LAN, let’s start by getting everything together and in one place.



1 - Create a file for your settings

It’s really easiest if you start by creating (or finding) all the settings you will need beforehand. |
like to start with a short text file that | create so that | can open it without any specific type of
word-processing software being installed on the machine. Here’s a sample of what | mean:

[ network setup - sample.txt - Notepad

File Edit Format VYiew Help

Network Data

IP address: 192.168.1.1
username: {leave blank)
Password: IL-AV-&3Poni

Network Information:
Mame: myownnet
S5ID: off

Security:
Type: WPA-PSK (TKIP)
Kewy: iLovewlre!ets (I Love wireless, right??)

MAC Tiltering: oOn

Laptop: 00:12:34:56:78:F1
Desktop: 00:12:34:56:78:F2
work Laptop: 00:12:34:56:78:F3

Note that you can download this file from www.stakenet.com to help you get started.

First, | enter the IP address and username | need to access the router—a minor point, but it saves
me from having to remember it later.

Next, | create my administrative password for the router. It should be something secure, but not
too difficult for you to remember (and something other than “admin”, please!!!) Perhaps a word
or phrase with numbers substituted for letters or words. You can also add special characters, so
consider using “@” for an “a”, an “$” for an “s” or other possibilities. You can see I’ve used a
license plate, but anything is possible...

Now, choose a name for your network. Select something that is unique without being too
identifiable (your address or last name would not be the best choice). 1’ve noticed that a lot of
people use names of pets, but you might prefer something different.

Time for some research: You will need to know some information about each of your wireless
devices, not only the MAC address, but also you need to know the highest level of security that
every device in your network will support. So it’s time to do some sleuthing. For each wireless
device, you need to check both: MAC address and best wireless mode for each device (laptop,
wireless card, or whatever). Remember that the MAC address is a series of 12 hexadecimal
characters (from 0-9 and A-F) separated by colons (:) into groups of 2.




I like to enter the MAC addresses for each device—wired as well as wireless devices—along
with a brief description of the device or computer it applies to. Keep this with your network
setup information—you’ll be able to use it for MAC address filtering, and also if you choose to
limit access to specific machines using time clock or keyword filtering functions, you’ll have the
information already (my wife uses this to keep me off of eBay!!!)

Finding MAC Addresses:

You can find information about Encryption support and MAC addresses in each individual
instruction manual, or possibly on a sticker on the wireless card or laptop. If you have trouble
finding the MAC address, you can dig around in the OS to find it:

-- In Windows (XP or Vista), go to System Information instead: “All Programs”,
“Accessories”, “System Tools” then “System Information”. Now, select
“Components”, “Network”, and “Adapter” to find all adapters. Look for your wireless
adapter listed under Name and/or Product Type. Find the “MAC Address” information
and copy this into your network setup file. Here’s a screenshot from system information
(the MAC address is third line from the bottom: 01:23:45:67:89:0A).

® System Information Q@E|

File Edit Wiew Tools Help
System Summary A tem Walue ~
Hardwars Resources Mame [00000001] Broadcom Metreme Gigabit Ethemet
= Compaonents Adapter Type Ethemet 202.3
Multimedia Product Type Broadcom Mettreme Gigabit Ethemet
CO-ROM Installed Yes
' PNP Device ID PCIMVEN_14E4&DEV_1677&SUBSYS_3009103CARE
Sound Device Last Reset 6/2/2008 7:21 AM
Display Index 1
Infrared Service Nams b5 Twak
Input IP Address 152.168.1.100
Modem IP Subret 255.255.255.0
= Network Default IP Gateway 152.168.1.1
DHCP Enabled Yes
Protacal DHCP Server 15216811
WinSock DHCP Lease Expires T/2/2008 722 AM
! DHCP Lease Cbtained 6/2/2008 7:22 AM
Forts MAC Address 01:23:45:67:89:0A
Storage Memary Addrass (xFDEFOO00-eFDEFFFFF
Printing IRG Channel IRG 17 ¥
Problem Devices ] >
[] 5earch selected category onty [ Seanch categony names onfy

ALTERNATE METHOD: If you can’t figure out the MAC address for a particular device—this
could occur if it is a Mac, gaming console, or other non-standard device (like when | set up an
iTouch for a customer’s daughter), you can temporarily attach the wireless device to your router
and go to the router’s status page to view DCHP clients connected. Each client will have a
DHCP address and the corresponding MAC address next to it. If you did this before setting your
network encryption, don’t forget to enable encryption afterwards, as your network is wide open
until you do!



Best Encryption Mode:
Regarding the best wireless mode for each device, some will support WiFi Protected Access
(WPA), while some will only support the older Wired Equivalent Protocol (WEP) protocol.

If any device is limited to WEP, you are forced to use WEP only for your encryption. If you are
in this situation, | would strongly urge you to consider upgrading that device to support WPA
access (with a new wireless adapter, perhaps???)...

Create PassPhrase:

Next, you will want to create a passphrase. This should be unique, and can include upper- and
lowercase letters, numbers, and special characters. Do not use words or names, as they can be
subject to dictionary searches. You can start with words, and then substitute other characters
“@” for “a”, “$” for “s”, “I” for “I”, and so on. One example would be: “iLOveW1re!e$$” as |
have used in the example above. Don’t make it too short it must be between 8-64 characters in
length, as required by WPA. NOTE: If you are forced to use WEP, you will need either a 13 or
26 character passphrase.

(If you have trouble creating a passphrase, you can try these sites and use their passphrase
generators to create—and in some cases manage—your WEP and WPA keys):

For WPA Keys:
http://www.yellowpipe.com/vyis/tools/WPA key/generator.php
http://soroban.co.uk/wepkeygen.htm

For WEP keys:
http://www.andrewscompanies.com/tools/wep.asp
http://clariondeveloper.com/wepgen/
http://soroban.co.uk/wepkeygen.htm

Once you have all the information, save the file (and your keys) somewhere on your computer
(\My Documents directory, perhaps?) and possibly on a memory stick as well for ease of
transporting to the other machines. Once everything is finalized (after your network is up and
running), | suggest printing out the information as well. As you change your encryption keys
(every 3-6 months or so?) make sure to update your information.

Now we are armed with all the information we need, let’s really get started!!!



2 — Login to your wireless router

First, log in to the router by opening a web browser and entering the address for your router.
This is normally 192.168.1.1 or 192.168.0.1 (depending on manufacturer).

You will be presented with a login screen. Enter your password (or if applicable, username and
password). Linksys units have no username and use “admin” as their password (all lowercase!)

Once logged in, you will see the basic screen:

ﬂ:‘- Basic Wireless Settings - Windows Internet Explorer
@:/ - |g, httpefilez. 168, 1.1 fmireless. htm

12? dﬁf [ @ Biasic Wireless Settings

LINKSYS®

A Division of Cisco Systems, Inc. Firmware Version: v1.50.9

Wireless.G Broadband Router with SpeedBooster WRT54GS

Wireless Access Applications .
3 3 Administration Status
Setup Wireless Security Restrictions & Gaming

Basic Wireless Settings | v ] MAC Fiter |

Wireless Network Mode: If
Wireless Network Mode: you wizh to exclude Wireless-G

clients, choose B-Only Mode. IF
Vv MNetwork Name (SSID): you would like to disable

wireless access, choose
ez Channel: 9-2452GHz v Disable.
More...

Wireless Network

Wireless S5I0 Broadcast: O Enable @ Disable

®

Status : 3ES Security Parameters Configured

Reset Security

Cisco SysTEmS

Save Settings Cancel Changes

& Internet H00% -

(Note that my screenshots are all taken from configuration pages on the Linksys router, but yours
should be similar...)



3 - Change your administrative password

Now let’s change the router password. Select the “Administration” tab, second from the right.
You will see the following screen:

L |§, hktp:ff192.168.1.1/Manage. htm V| *2 (| X | | L |-
—_— = . »
w o [ (& Management l l -8 ey ~ |72k Page v {0k Tools ~
-
LiINKsYSs®
A Division of Cisco Systems, Inc. Firmware Version: v1.50.9
Wireless-G Broadband Router with SpeedBooster WRT54GS
AdmInIStratlon Setup Wireless i Re:f:: :ns :E;::::;ns Administration Status
Management | Log Jig ar = s | Firmware Upgrade | Config Management
Router Password
_ Local Router Access: You
Local Router Access Password: can change the Router's
Re-enter 1 password from here. Enter a
contirm: type it again in the Re-enter to
confirm field to confirm.
Web Access Access Server: TP [IHTTPS Web Access: Allows you to
. configure access options to the
@ Enable (O Disable router's web utiity.
More...
Remote Router Access:
Remote A Allows you to access your
Remote Router Access . Enabl Disabl . i G
IManagement: Otnable @ pisable router remotely. Choose the port
Management Port: you would like to use. You must
change the password to the
Use hitps r router if it is =till uzing its default
pagsword.
programs to automatically open
UPnP: (D Enable O Disable ports for communication.
More...
Cisco SYSTEMS
_ S I SIS -
4
& Internet 00 v

Type in an administrative password for the router, and type it in the second box to confirm. It
should be something secure, but not too difficult for you to remember. Perhaps a word or phrase
with numbers substituted for letters or words. You can also add special characters, so consider
using “@” for “a”, an “$” for “s”, “I” for “I” or other possibilities you might come up with
yourself. Be creative here!

You will have to type the password in both boxes and make sure you overwrite the dots in the
password box and the confirmation box. Now, click “Save Settings”.

You will know that the password has been changed when you are presented with the login box
again. The router is now waiting for you to enter the new password, so login with the new
password (don’t forget there is no username on Linksys products!)



4 - Change the name of your wireless LAN

Next, let’s change the name of the wireless LAN itself. This makes it easier to tell that you are
connecting to your own LAN (instead of one of your neighbor’s!)

While still logged in, click on the “Wireless” tab to see the following screen:

= Basic Wireless Settings - Windows Internet Explorer

@\—/ - |§, hktp: /192,168, 1.1 fwireless. hkm V| *2 (| X | | L |-
—_— = . »
w o [ (& Basic Wireless Jettings l l -8 ey ~ |72k Page v {0k Tools ~
LINKSYS®
A Division of Cisco Systems, Inc. Firmware Version: v1.50.9
Wireless-G Broadband Router with SpeedBooster WRT54GS
Wireless i Access Applications - "
- Administration
Setup LTEEEE Security Restrictions & Gaming 2
Basic Wireless Settings | ¥ ] W C Filter | R
Wireless Network Wireless Network Mode: If
Network Mode: you wizh to exclude Wireless-G
clients, choose B-Only Mode. If
s Network Name (SSD): you would like to disable
wireless access, choose
Virsless Channel: 9-2452GHz + Disable
Virelezs SSI0 Broadcast: ) Enable (®) Disable Lrem
Status : SES Security Parameters Configured
Resst Security
_ Save Setings I Cancel Changes
& Internet 00 v

Enter your new wireless name in the “Wireless Network Name (SSID)” box. You definitely
don’t want it to say “linksys”, “belkin”, “2wire” or “d-link”, etc. Select something that is unique
without being too identifiable (your address or last name would not be the best choice). 1’ve
noticed that a lot of people use names of pets, but you might prefer something different.

Now, go to the “Wireless SSID Broadcast” line, and select the “Disable” radio button. This
prevents others from seeing your well thought out and unique LAN name, and they can’t connect
if they don’t know the name.

This is also the page where you can change the channel if you find another LAN broadcasting on
the same channel as yours. Simply pull down the channel box and select a new channel to see if
you get a better connection. Don’t forget to “Save Settings” before you leave this page.
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5 - Enable security on your router

Now it is time to enable security on your router and each individual wireless client. Select the
“Wireless” tab again, and now select the “Wireless Security” submenu. Your screen should
look like this:

(= Wireless Security - Windows Internet Explorer

@\_/ - |§, http:ff192.163.1. 1/ WSecurity. htm v| )% | | i

b [@Wireless Security l_l -8 deh - [ page - G Tools ”

LInNKSYS®

A Division of Cisco Systems, Inc. Firmware Version: v1.50.9

Wireless-G Broadband Router with SpeedBooster WRT54GS

Wireless i Access Applications - "
- Administration Status
LTEER Security Restrictions & Gaming ’

os | Wireless Securty | gF= ) R

Wireless Security Security Mode: You may
Security Mode: WPA Personal ;hDDSE ffrf&gﬁh?. WPA
'ersonal, nterprise,
WPA Algorithms: TKIP » WPAZ2 Personal, WPA2
o Enterprise, RADIUS, WEP. Al
VWPA Shared Key: |myW PAkey devices on your network must

use the same security mode in
Group Key Renewal  |3600 seconds order to cnmmunicatrg

More...

Cisco SysTEMS

Done & Internet 00w -

There are several steps to take here:

1) First, select the best highest security mode all your devices can support. If you can select
“WPA Personal”, then do so. If one of your devices will only support “WEP”, then select that
instead. You might also consider upgrading that device to support WPA access in the future...
2) For your WPA Algorithm, select “TKIP”.

3) Now, create and enter a WPA shared key or passphrase. This should be unique, and can
include upper and lowercase letters, numbers, and special characters. One example would be:
“iLOveW1rele$$” Don’t make it too short, it must be between 8-64 characters in length.

Again, be sure to “Save Settings” before you leave this page. Note that you will lose your
wireless connection until you enter the settings on the device (next).
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6 - Enable security on your clients

Now it’s time to enter security settings for each wireless client/computer. It really helps to have
all of your setup information (that we saved in the .txt file earlier) stored on a USB key as you
set up your clients. I recommend this especially when you have a complex passphrase, so that
you can copy and paste it from the text file and enter it in each machine without error!

Probably the easiest way to do this is through the “Network Connections” under “Network and
Internet Connections” option in Control Panel, then “View Available Wireless Networks.”
(Another path is to right-click on the wireless icon in the system tray, and “View Available
Wireless Networks.”)

When the Wireless Network Connection page opens up, go to the left side, under “Related
Tasks” and select “Change the Order of preferred networks.”

Under the “Preferred Networks” window, click “Add” to open up the configuration window:

Wireless network properties

Association | 4 thentication | Connection
Network name (SSID): |
Wirgless netwark key

This network requires a key for the following:

MNetwork Authertication: Open w
Data encryption: WEF 3
Metwoark: key:

Confirm networ key:

Key index (advanced): 1 B

b2

[ ] The key is provided for me automatically

[ ] This i= a computerto-computer (ad hoc) network; wireless
access points are not used

[ oK H Cancel ]

(Make sure to uncheck both boxes at the bottom of this screen)



Now, enter your SSID, and set the appropriate encryption level (WPA-PSK preferred) and data
encryption (TKIP or AES).

Once these are set, enter the passphrase (under Network Key) and then re-enter this passphrase in
the next block. Notice that the passphrase will not show (but instead show as dots). If you
copied the passphrase from your setup file, you can right-click and paste in each field if you like:

Wireless network properties

Association |.ﬁ.|_rtherrti|:atinn Connection

Metwore name (SSID): |rrr'_.'l:|wnnet |

Wireless netwark key

This netwark requires a key for the following:

Network Authentication: |WPAPSK v
Diata encryption: |TKIF‘ Z |
Metwork key: ||-|||-|||--|| |
Confirm networ key: ||-|||-|||--|| |

[ 2]

[ ] This is a computerto-computer (ad hoc) network; wireless
access points are not used

| ok || cance |

Click “OK” and your settings will be saved. At this point, your wireless device should connect
to the router automatically.

If the device does not connect, go back and make sure all the setup information has been entered
the same in both the router and the laptop or card.
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7 - Enable wireless MAC filter

While your network is set up now, and is secured, there is an important additional step that you

can take (and that I recommend for every network installation). This is to enable filtering based
on the individual MAC address of each wireless device. Now, log into the router again, and get
to the right page for MAC filtering.

On Linksys routers, select the “Wireless” tab, and “Wireless MAC Filter” page. Enable the
filter by selecting the “Enable” radio button and the “Permit only” radio button to show the
following screen:

f.-‘- Wireless MAC Filter - Windows Internet Explorer

@; - |§, http:f192,168.1.1/WFilker,htm "| hedlBS | | I

ii:f R'R? [@Wireless MAC Filter I_l ﬁ > G géa < I-_;}Eage - f_‘}- Tools = =

LiInksYSs®

A Division of Cisco Systems, Inc. Firmare Version: v1.50.9

Wireless-G Broadband Router with SpeedBooster WRTS4GS

Wireless Access Applications

Wireless Security Restrictions & Gaming Administration Status

settings Wi ity | Wireless MAC Fiter |

Wireless MAC Filter

Wiirslezs MAC Fiter: () Enable (O Disable

Prevent: O Prevent PCs listed from accessing the wirsless

Permit only: (® Permit only PCs listed to access the wirsless network

[ EditMACFilterList |

Done & Internet F100% v

This page will enable you to access and control the MAC Filter List. Let’s start by entering the
MAC addresses for each wireless device on your network. Click on “Edit MAC Filter List”
and, for each wireless device, enter the MAC address using the numbers 0-9 and letters A-F. In
the example below, | have entered “01:23:45:67:89:0A for the first MAC address. When
finished, click on the “Save Settings” button:
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/= MAC Address Filter List - Windows Internet Explorer

£ | htbp:fi192.168. 1, 1% MList, htm

MAC Address Filter List
Enter MAC Address in this format: xxxcxx ey
|  Wireless Client MAC List |
MAC 01: |01:234567:330A4 | MAC 11: |
MAC 02: | | MAC 12: |
MAC 03: | | MAC 13: |
MAC 04: | | MAC 14: |
MAC 05: | | MAC 15: |
MAC 06: | | MAC 16: |
MAC 07: | | MACAT: |
MAC 08: | | MAC 18: |
MAC 09: | | MAC19: |
MAC 10: | | MAC 20: |
MAC 21: | | MAC 31: |
MAC 22: | | MAC 32: |
MAC 23: | | MAC 33: |
MAC 24: | | MAC 34: |
MAC 25: | | MAC 35: |
MAC 26: | | MAC 36: |
MAC 27: | | MAC3T: |
MAC 28: | | MAC 38: |
MAC 29: | | MAC 39: |
MAC 30: | | MAC 40: |

[ Save Settings

] [ Cancel Changes

]

Done

e Internet

| 100%:

-
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Once your MAC addresses are loaded, make sure to “Save Settings” and then get back to the
main MAC filtering page. Select the “Wireless MAC Filter” page again, and make sure you
have selected both the “Enable” and “Permit only” buttons. Finally, select “Save Settings™:

{= Wireless MAC Filter - Windows Internet Explorer

=4 * |8 httpe 192, 168, 1. 1,WFilker . htm | ||| X o~
=

L - . ¥
w o [@Wireless MAC Filker l l -8 ey ~ |72k Page v {0k Tools ~

o
LiINksYS
A Division of Cisco Systems, Inc. Fimvware Version: v1.50.9

Wireless-G Broadband Router with SpeedBooster WRT54GS

Wireless i Access Applications - "
- Administration Status
LTEER Security Restrictions & Gaming ’

s 1w v | WielessMACFiter | 'O

Wireless MAC Filter

Wirglezs MAC Fiter: () Enable () Disable

Prevent: O Prevent PCs listed from acceszing the wirgless

Permit only: (& Permit only PCz listed to access the wirsless network

[ EditMACFilterList |

Done & Internet 00w -

Cisco SYSTEMS

At this point, only the computers you have specified can access the network wirelessly. If you
wish to test this, the easiest method would be to change one of the MAC filter entries (by
changing one digit) and then verify that the specified device cannot access the net. It will be a
simple matter to change it back and get that device back online.

You can also use the MAC filter function to prevent access by a specific MAC address, by
selecting “Prevent” instead of “Permit” but this opens the network up to access by other users.

I’m always open to suggestions for revisions and improvements, please contact me!

(Revl: System Information procedure and screenshot added for Vista users, 7/29/08)
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